Abstract. Multi-hop ad hoc wireless networks generally use the IEEE 802.11 Distributed Coordination Function (DCF) MAC protocol, which utilizes the request-to-send/clear-to-send (RTS/CTS) mechanism to prevent the hidden terminal problem. It has been pointed out that the RTS/CTS mechanism cannot completely solve the hidden terminal problem in ad hoc networks because the interference range could exceed the basic rate transmission range. In this paper we provide a worst-case analysis of collision probability induced by the hidden terminal problem in ad hoc networks with multi-rate functionality. We show that the interference caused by the nodes in the area that is not covered by the RTS/CTS is bounded by C R −4 , where C is a constant and R is the distance between the two transmitting nodes. The analytic result showed that the interference could shorten the data transmission range up to 30 percent. We then propose a simple multi-rate MAC protocol that could prevent the hidden terminal problem when transmit power control (TPC) is employed.
Introduction
Ad hoc wireless networks consist of wireless mobile hosts which form a multi-hop wireless network without the support of established infrastructure or centralized administration. Each mobile host in an ad hoc network functions as a router to establish end-to-end multi-hop connection between any two nodes. Typical application areas include battlefields, emergency search and rescue sites, and data acquisition in remote access.
The hidden terminal problem is a common phenomenon due to the multi-hop nature of ad hoc networks. For example, in Fig. 1 , when node A is transmitting data to node B, the hidden terminal problem occurs when node D, which is unaware of the ongoing transmission, attempts to transmit, thus causing collision at node B. The IEEE 802.11 standard [1] distributed coordination function (DCF) medium access control (MAC) protocol employs the request-to-send / clear-tosend (RTS/CTS) option to prevent the hidden terminal problem. Nodes A and B in Fig. 1 , can exchange the RTS/CTS frames prior to the data/ack transmissions so that their neighbor nodes defer for the duration of the data/ack transmissions.
Fig. 1.
Node A is transmitting a data frame to B. Node C is a hidden terminal to node A and nodes D and X are hidden terminals to node B Even when the RTS/CTS handshake completes its role and in turn, all the neighboring nodes of A and B are deferring their transmissions, the hidden terminal problem may not be completely solved. For example, node X in Fig. 1 is beyond the basic rate transmission range of A's RTS and B's CTS, so it can initiate transmission freely assuming it does not sense the carrier busy. K. Xu et al [4] pointed out that node X can also be a hidden terminal; therefore interfere with the ongoing transmission. The area where a node could cause interference is called the interference range.
The emerging radio interfaces such as IEEE 802.11a/b/g [1] can provide a multi-rate capability to the ad hoc networks. For instance the popular IEEE 802.11b can dynamically select between 1, 2, 5.5 and 11Mbps according to the channel condition. Higher data rates can be utilized when the signal-tointerference and noise ratio (SINR) value is sufficiently high enough to meet the threshold of the specific modulation scheme. On the other hand, the interference range can grow larger when using multi-rate, since the receiver requires a higher SINR value when it intends to receive at higher data rates. As shown in Fig. 2 , the interference range is largest when data rate of 11Mbps in IEEE 802.11b is used. As a result, the hidden terminal problem has become a much serious issue in multi-rate environments.
To assure that a hidden node, for example node X in Fig. 1 , does not interfere with the on going transmission, we need to consider the SINR of the receiver especially in multi-rate environments. The SINR value should exceed a certain threshold value depending on the selected data rate for a node to receive a data frame without error.
In this paper we analyze the effect of interference and collision probability due to the hidden terminal problem in multi-rate ad hoc wireless networks. We assume the worst-case where all the nodes in the network are active and the node density is high so that the transmissions can cover the whole network space. We show that the interference caused by the nodes in the area that is not covered by the RTS/CTS is bounded by C R −4 , where C is a constant and R is the distance between the two transmitting nodes. The analytic result showed that the interference could shorten the data transmission range about 30 percent. We then propose a simple way to prevent this kind of hidden terminal problem in multi-rate when transmit power control (TPC) is employed. To prevent hidden terminal problems, we control the CTS transmit power to cover the interference range depending on the selected data rate.
The rest of the paper is organized as follows. We briefly review the previous work related to the multi-rate aware MAC in Sect. 2. In Sect. 3 we present the analysis of the interference and collision probability due to the hidden terminals and show a numerical example. After proposing a new method that prevents the hidden terminal problem in Sect. 4, we conclude our paper in Sect. 5.
Related Work
Many MAC protocols/algorithms have been developed to utilize the multi-rate functionality. The Auto Rate Fallback (ARF) [2] is typically implemented in commercial 802.11 products. ARF chooses to raise or lower its transmission rate according to consecutive transmission successes or failures, respectively. In the Receiver Based Auto Rate (RBAR) [3] , the receiver selects an adequate transmission rate according to the channel quality measured from the received request-to-send (RTS) frame.
K. Xu et al [4] pointed out that the RTS/CTS cannot effectively prevent the hidden terminal problem in a single-rate environment. They propose to reduce the data transmission range so that the RTS/CTS can be effective enough to prevent a single hidden terminal from interfering. On the other hand, we present results based on multiple hidden terminals that can interfere in multi-rate environments. Fig. 3 . The shaded area shows where a hidden terminal can be located in. node X is a hidden terminal located x (m) away from receiver node B
Analysis of the Hidden Terminal Problem in Multi-rate Ad Hoc
We consider two nodes A and B, and the distance between the two nodes is D as shown in Fig. 3 . The multi-rate physical and MAC protocol used here is the IEEE 802.11b [1] and RBAR [3] . We assume that the transmit power is fixed at the maximum level, and basic rate (1Mbps) is used for the RTS/CTS transmission. The inner dashed line in Fig. 3 indicates the transmission range of node A and B when sent at the basic rate. According to [5] , the receive power of a signal at the receiver can be modeled as:
where P t is the transmit power, G t , G r , h t and h r are antenna gains and height of antennas of transmitter and receiver respectively. D is the distance between the transmitter and the receiver. To simplify our analysis, we assume that the ad hoc network is homogeneous, and the physical conditions are all equal at each node. Thus,
Note that C is a constant based on our assumptions. The receiver node B determines the transmission rate according to the channel condition measured by the RTS frame as in RBAR [3] . The channel condition can be estimated by the measured SNR. Let's assume that node B decided to use n Mbps data transmission rate since it estimated that the current SNR is above SN R n , which is the SNR threshold of data rate n Mbps.
C is the constant shown in equation (2), and η is the theremal noise. The randomly generated network topology is modeled, where the nodes are uniformly Fig. 4 . The shaded area shows the area covered by the RTS but not covered by the CTS placed on an infinitely large two dimensional area. As shown in Fig. 3 , node X is a hidden terminal located in the shaded area. The shaded area is the area not covered by the RTS/CTS. The distance from the receiving node B and the hidden terminal X is x, where x is ranged form R to d. d is the maximum distance that can cause interference, which will be extended to infinity later on. Using equation (2) for receive power, the average interference caused by node X is
where IN T x denotes the average interference that receiver node B can suffer from a hidden terminal X, Pr{L = x} is the probability of node X being located at distance x and IN T (L = x) is the interference caused by node X. IN T RT S is the average interference caused by the area covered by the RTS but not covered by the CTS, which is the shaded area shown in Fig. 4 . The calculation of IN T RT S is as follows. The area we are interested in is
If we order the above equation in terms of x,
Using equations (2) and (5), we obtain the average interference caused by the shaded area shown in Fig. 4 .
Although this equation is not solvable, we can see that IN T RT S is a positive value that can be represented in terms of C, D and R. We omit the effect of IN T RT S to simplify our analysis, thus equation (4) is now represented as follows,
Note that the average interference is actually smaller since we omitted IN T RT S in equation (4) . To look into the worst-case scenario, we assume that one node attempts to transmit per one transmission area απR 2 (α ≈ 1.609). The constant is obtained by averaging the area covered by the two communicating nodes. The calculations of α and A 1 are presented in the Appendix. Using equation (20) in the Appendix, the maximum number of nodes attempting to transmit is,
απR 2 , where α ≈ 1.609.
(8) So, the worst-case average total interference that the transmitting nodes in the shaded area in Fig. 3 can affect receiver B is
where IN T x and N are obtained from equations (7) and (8) respectively. Since we should consider the worst-case interference effect of the hidden nodes in the entire network, d should diverge to infinity. Thus,
Equation (10) shows the worst-case total interference bound of the hidden nodes in the entire network that are not covered by the RTS/CTS. This shows that the worst-case interference can be bounded by C R −4 . Now by inserting equation (10) into equation (2), we obtain
where C is defined in equation (2), D is the distance between the sender and receiver, R is the basic transmission range and η is the noise. This result shows when considering the worst-case, the effect of the hidden node could be much worse than expected. Next, we give numerical examples to show the effect of the worst-case interference scenario. The physical parameters used in the example are shown in Table  1 . We use SNR threshold values of Agere Systems Chipset, 802.11b W-LAN card [6] . Inserting these values into equation (11) The dashed line represents when we assume that there is no interference whereas the solid line shows when the worst-case interference is considered Fig. 5 shows how the transmission range should be reduced for each transmission rate i.e. modulation schemes in 802.11b. The dashed line shows the transmission range acquired by equation (3) where we assume that the RTS/CTS completely prevents the hidden terminal problem, so that no interference is present. The solid line shows the transmission range acquired by equation (12), where the worst-case interference is considered. We can easily see that the transmission range will considerably decrease due to the interference of hidden terminals not covered by RTS/CTS transmissions. In essence, the maximum transmission range that will not be affected by the interference is in-between the best and worst case.
Transmit Power Controlled Multi-rate MAC Protocol
In this section we propose a simple multi-rate MAC protocol that can be used when transmit power control (TPC) is employed. We use the simple intuition that for a node to correctly receive a data frame, it must satisfy two conditions. First, the receive power should exceed a certain receive power threshold (RPT). Second, the SINR should also surpass a certain threshold. We will call the two thresholds as, RPT and SINR threshold respectively. Similar to Sect. 3, the RBAR [3] protocol and the IEEE 802.11b [1] is used for multi-rate physical and MAC, so that the available data rates are 1, 2, 5.5 and 11Mbps.
Transmit Power Control (TPC)
For a node to correctly receive a data frame, the receive power should go beyond the RPT. The RPT should vary along with the selected data rate. Assume that the RPT value for each data rate is RP T R1 , RP T R2 , RP T R5.5 and RP T R11 . As the higher data rate should require a higher receive power, RP T R1 < RP T R2 < RP T R5.5 < RP T R11 . Say a node is using data rate i, using equation (2) in Sect. 3 the following condition must hold to correctly receive a data frame:
P R is the receive power of the RTS frame, P t is the transmit power of the RTS frame, C is a constant, D is the distance between the sender and receiver, and RP T Ri is the RPT when using data rate i. Although the receiver can correctly receive the data frame when the sender transmits with power P t , it can still properly receive it even when the sender transmits with a lower power P t (P t ≤ P t ), as long as it satisfies the above equation. Using this idea, we perform transmit power control (TPC) by adjusting the transmit power of the sender.
P t indicates the transmit power of the sender when using rate i. The receiver should send this information to the sender by adding it to the CTS frame along with the selected data rate used in RBAR.
Preventing Hidden Terminal Interference
For a node to correctly receive a data frame, the SINR should surpass the SINR threshold (SIN R th ). Similar to the RPT value discussed in Sect. 3.1, the SINR threshold value should change with the selected data rate. For data rates 1, 2, 5.5 and 11Mbps, the SIN R th values are SIN R th 1 , SIN R th 2 , SIN R th 5.5 and SIN R th 11 , respectively. We assume that the current SINR value of the RTS reception can be estimated as in [3] . We also assume that there is no interference other than noise in the current RTS reception.
η is the value of thermal noise. Say a node uses data rate R i selected by RBAR The node should follow the next constraint to correctly recieve a data frame:
P Ri is the receive power for each data rate i when TPC is employed as shown in section 4.1. The right hand part of the denominator denotes the interference that a node outside the CTS transmission range can cause (See Sect. 2). In other words, equation (16) takes into account the effect of the hidden terminal that is outside the CTS transmission range. Therefore, d is the interference range of this transmission. We control the transmit power of the CTS frame to cover the interference range. So the following should hold:
P t CT S is the controlled transmit power of the CTS frame, and RP T R1 is the receive power threshold of the CTS frame. Therefore, combining equations (16) and (17), the controlled CTS transmit power should be
We can avoid the hidden terminal's interference by using the above equation. Although this method assures the CTS frame to cover the interference range, one argument that can come out is that the CTS frame transmitted with a higher power level can also interfere some other data receptions. This argument was also presented by D. Qiao [7] . We use the similar idea that CTS frames are normally shorter than data frames, and it would not be severe as the interference caused by the data frames. We leave the evaluation of this protocol as future work.
Conclusion
In this paper, we analyzed the worst-case scenario of collision probability induced by the hidden terminal problem in multi-rate ad hoc networks. We show that the interference caused by the nodes in the area that is not covered by the RTS/CTS is bounded by C R −4 , where C is a constant and R is the distance between the two transmitting nodes. Analytic results showed that the interference could shorten the transmission range about 30 percent even when the basic RTS/CTS handshake mechanism is used. We also propose a simple multi-rate MAC protocol to prevent the hidden terminal problem when transmit power control (TPC) is employed. The proposed protocol should be very effective when using multi-rate data transmission, since the CTS frames would effectively cover the interference range of the receiver.
